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Abstract 
The privacy-preserving data publishing method resolves the obstacle of disclosing 
sensitive information when searching for valuable information. Anonymization 
techniques offer one of the most significant privacy assurances among the current 
methods. The issue of private data publication, in which many parties have disparate 
attributes for the same group of people, is discussed in this study. The request 
includes a method to securely combine confidential details about the person through 
multiple sources of information. A highly secure provider confidentiality protocol is 
needed while preserving the information to facilitate data mining jobs. This protocol 
is a sub-protocol associated with the exponential mechanism in a distributed 
environment. 
 
Keywords: Elgamal encryption, Homomorphic encryption, SVM classification, and 
Anonymization methods. 

1.   Introduction 

A decision-making system was developed to utilize patient data, pertinent clinical 
decision support systems, and computerized medical diagnosis processes that well-
organized healthcare information to improve health and healthcare delivery. To 
create a clinical decision support system, biomedical engineering and artificial 
intelligence in machine learning transform one of the machine learning tools. 
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Enough reliable clinical data sets must be available for the system to function 
accurately, but these are only sometimes available. For instance, there are typically 
insufficient general practitioner (GP) surgery samples to cover all the disorders. 
Therefore, it is doubtful that a correct diagnosis can be made with minimal samples. 
The healthcare industry can benefit from the latest developments in remote 
outsourcing methods, such as cloud computing, offering precise and efficient decision 
support. 

This disadvantage may impact the use of outsourcing methods in the healthcare 
industry. Additionally, look at The accessible medical information that will be 
incorporated towards treatment understanding with support vector machines 
(SVMs), among the tools for machine learning that have been utilized extensively in 
biomedical engineering to forecast various diseases. Training and testing are the two 
distinct stages that typically use an SVM. Features and training information will be 
utilized to train a model. Assigning labels to each unlabeled data sample that matches 
is another option during the evaluation process using the trained classifier. 

 

 

Fig. 1. An outline of a privacy-preserving clinical decision support system. 
 

Figure 1 describes an outline of a privacy-preserving clinical decision support 
system. The accessible medical data set may be used to train a classifier. During the 
testing phase, the learned classification system can also serve as a decision-making 
system to make specific patient choices. The SVM uses several kernel techniques, such 
as straight and irregular kernels, based on the data's separability during training. If 
there are more features than instances, there's no need to convert the data to a 
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higher-dimensional space. The collecting of medical data is the precise reason why 
non-linear mapping does not improve performance. 

A physician uses the technique displayed in Fig. 1 to transmit an encrypted small 
amount of patient data to the server over the global web. The clinician can then 
engage in limited interaction with the server through two-party secure estimation 
protocols. Alternatively, the server will use pallier homomorphic cryptography 
characteristics to execute tasks straight on the encrypted information when 
homomorphic characteristics do not support the actions. 

2.   Related Work 

There are two stages: testing and training. Substantial data must be gathered for the 
first stage, which involves training a classifier. Numerous firms release their client 
data for both financial and research reasons. Publicating an individual's information 
(such as information about cancer hospital patients) could expose a person's identity 
and violate patient privacy. 

2.1.   Support vector machine 

When it comes to data classification, SVMs have been utilized. The classification 
parameters w and b are obtained during training, the person's information, or the 
platform's evaluation in automated Learning. It uses a categorizing mechanism 
generated by learning the informational items. An SVM seeks to distinguish between 
classes. In the following subsection, we go over an SVM's classification function. This 
classification function is essential to create a decision support system that protects 
privacy. 

2.1.1.   The linear approach classification of the problem 

Obtaining two Similar hyperplanes, w1x + b = −1 and w1x + b = +1, is the aim of linear 
classification; when it comes to data classification, SVMs have been utilized. While 
training, we collect patient data or the server's judgment with the classification 
parameters w and b. We may increase the separation between the hyperplanes by 
using distinct training data sets for each class. An unidentified sample for testing 
could be recognized during the training period. 

3.   Secure privacy decision-assisting system 

Healthcare information is accessible remotely through Utilizing the Internet when 
defending security. As an outcome, we are looking at the client-server scenario in 
which the distant server is utilized in making choices through the Internet and gets 
server assistance to reach a decision. However, because of privacy concerns, the 
doctor is hesitant to share the individual's information, or the server's decision does 
not want to reveal any of the classification function's parameter values because doing 
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so would violate the security of the learning clinical information sampling who 
related to other people.  

3.1.   Homomorphic the use of encryption 

Our analyses are founded on the Paillier cryptography system and use homomorphic 
encryption for concreteness without sacrificing generality. It is possible to employ 
any other homomorphic encryption technique. A decisional compositional residual 
challenge underlying the pallier cryptosystem's verified semantic protection is 
homomorphic encryption with the public keys method. 

3.1.1.   Performance analysis 

Examine the suggested encrypted domain algorithm's performance. It compares the 
conventional plain-domain method and the proposed encrypted-domain method. The 
experiment uses two data sets from the UCI machine learning archive: the Wisconsin 
Breast Cancer (WBC) dataset and the Puma Indian Diabetic (PID) dataset. Both 
datasets are everyday (healthy) collections of information. Of the 681 samples in the 
WBC data set, 444 and 237 were all abnormal (harmful), whereas of the 768 samples 
in the PID data set, 500 were malignant, and 268 were benign. Except for the class 
label property, The WBC and PID data sets each involve nine features. A few instances 
of samples utilized for training obtained from WBC and PID information collection 
after normalization are included in Table II. 

4.   System Model 

There are five system models: 
• Input Selection, 
• Data Normalization, 
• Homomorphic Encryption, 
• Decision Support Value Estimation and Client-side Decryption, 
• Performance Evaluation. 

4.1.   Input selection 

Our process's input module is the dataset selection module. The Pima Diabetes 
Dataset is the name of the dataset. This dataset pertains to medicine. It includes 
information about the patient's diabetes, including age, insulin level, and pedigree 
level. There are also attributes available in this class. The dataset was entered into the 
database following the selection. The dataset is preprocessed following loading.  

This entails removing any undesirable characters or values from the collection. 
We can categorize the dataset values according to the class attribute present. 
Malignant and benign are the classification criteria. Unreliable data collection 
techniques frequently prepare information that may outcome in incomplete values, 
out-of-range numbers (including Earnings: -100), and even unattainable information 
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combinations (for example, Sex: Male, during pregnancy: Yes). Cleaning, 
normalization, transformation, feature extraction, and selection of the ultimate 
training set result from the information's purification. Kotsiantisetal (2006) presents 
every data preprocessing stage with a well-known method. 

4.1.1.   Dataset normalization process 

The method of arranging elements and records in a database with relational elements 
so that the learning specimen values are similar. Decreased repetition is known as 
database normalization. Typically, normalization, which involves splitting records 
into smaller and bigger ones, reduces repetitive records and creates connections 
among them. Normalization stops sampling from having a big originating size out of 
skewing the answer by maintaining the numerical. The normalized information for 
training sets is represented by the notation Yi ∈ R n, and i = 1; P, 
 

𝑌𝑌𝑌𝑌𝑌𝑌𝑌𝑌𝑌𝑌𝑌𝑌𝑌𝑌 =  𝑌𝑌𝑌𝑌𝑌𝑌 −  𝜇𝜇𝜇𝜇 / 𝜎𝜎𝜎𝜎                                                                                         (1) 
     

Depending on how separable the training data is, this problem can be further 
classified as linear and non-linear problem-solving. 

4.1.2.   Homomorphism encryption technique 

The Paillier method uses a homomorphic encryption technique with an identification 
key length of 2048. The key size is very long. Because of this, hackers are unable to 
access the encrypted file. However, other homomorphic encryption algorithms, 
including the Paillier cryptosystem, might be applied. The decisional composite 
residuosity problem, which asks The Paillier system of cryptography, an in 
combination homomorphic encryption using public key methods, is conceptually safe 
if the value of z has an n-residue mod P2 during every component n (i.e., z = y n mod 
P2). Let p and q be two large integers prime, and let n = pq.  

Using the Paillier cryptosystem, A piece of information m ∈ Z n could be encoded 
utilizing the Paillier encryption system as follows: JmK = g m r n mod n 2, where r ∈ Z 
∗ n and g ∈ Z ∗ P 2. When g ∈ Z ∗ P2 and r ∈ Z ∗ n, JmK = g m r n mod p2. For sure, with 
encryptions, J m1 K and J m2 K, it encrypting J m1 + m 2 K the sum of m1 + m 2 Both 
the plain domain as well as encrypting J m1: K the good it is of m 1 Considering the 
constant value within the plain-domain can be efficiently measured in the encrypting 
area to be J m 1 + m 2 K = J m 1 KJ m. It makes Paillier a cryptosystem because it is, in 
addition, homomorphic. 

4.1.3.   Encryption 

Compute cipher text as: 
Let m be an encrypted message with m ∈ Zn., Choose r at random if r is in Zn*. 

𝑐𝑐 =  𝑔𝑔𝑔𝑔 ⋅  𝑥𝑥𝑥𝑥 𝑚𝑚𝑚𝑚𝑚𝑚 𝑃𝑃2                                                                                                   (2) 
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4.1.4.   Decision Support Value Estimation 

The user sends the encrypted file to the server. Some procedures are related to the 
encrypted file on the server. The server uses the Paillier-generated key to decode the 
file. The server uses the SVM classification algorithm to estimate the decision function 
value after decryption. As supervised learning models with corresponding learning 
algorithms, support vector machines (SVMs) sift through data, searching for patterns 
to use in regression and classification research.  

Patient data is safeguarded from exposure, even if a server gets involved in the 
whole process. The encryption process is done using the clinician's public key, which 
everyone, including that server's information, can use to determine the values of the 
elements. A server must use homomorphic and two-party safe computation features 
in the domain's encryption, as it only has encrypted patient information. 

4.1.5.   Decryption 

Decrypt the encrypted decision values that the server estimates during client-side 
decryption:  

To decrypt, let c be the ciphertext, where c ∈ Z*c2. The plaintext message can be 
calculated as follows: m = L (c^λmodP2) ⋅ μ mod n  

Decryption is "essentially one exponentiation modulo P2," as stated in the original 
publication. 

4.1.6.   Performance Evaluation  

The performance is based on the complexity of computation and communication. To 
evaluate the better performance result by using the Paillier cryptography. The 
precision offered by the indicated encrypted-domain technique has been compared 
to that of a traditional plain-domain method to evaluate the accuracy. Choose the 
following data sets from the UCI machine learning repository: Puma Indian Diabetic 
(PID) and the Wisconsin state breast cancer data (WBC). While the PID information 
collection has 768 specimens, 500 are aggressive, and 268 are healthy.  

The suggested technique's interaction cost depends significantly on Paillier 
encoding's length in our execution; an encrypted sample is 2048 bits in length. 
Sending a secure specimen for testing with N number of properties needs 2: 048 N K 
bits of throughput to exchange information channels. The system provides | S a 
certain amount of encrypted information (i.e., similar to accomplishing a profit in 
support vector), yet during the initial and last interaction, the intermediary mere a 
single data. 

5.   Proposed System 

SVM—Support Vector Machine 
Input: Both x and y have been provided for labeled training information; either α = 0 
or α = in part trained it. 
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(1)  C ⇐ is an amount (10, for instance) 
(2) replicate 
(3) for all {xi, yi}, {xj, yj} do 
(4) Enhance αi & α 
(5) end for 
(6) While there are no modifications 
Output: Retain only supporting variables (αi > 0) 

5.1.   Characteristics with a homomorphic  

The Paillier encryption system's homomorphic quality is only one of its noteworthy 
characteristics. Because of the extra homomorphism of the encrypting activity, the 
following properties may be extracted. 

5.1.1.   In addition to homomorphic plain text 

While multiple cipher texts are added up, the outcome will reflect the entirety number 
of the balancing plain texts. 

𝐷𝐷 (𝐸𝐸 (𝑃𝑃1, 𝑆𝑆1).𝐸𝐸 (𝑃𝑃2, 𝑟𝑟2) 𝑚𝑚𝑚𝑚𝑚𝑚 𝐷𝐷2)  =  𝑃𝑃1 + 𝑃𝑃2 𝑚𝑚𝑚𝑚𝑚𝑚 𝑛𝑛             (3) 

While a cipher text and a plaintext have been multiplied by g, the outcome will reflect 
the total number of the corresponding plaintexts, 
 
𝐷𝐷 (𝐸𝐸 (𝑃𝑃1, 𝑆𝑆1).𝑔𝑔𝑃𝑃2 𝑚𝑚𝑚𝑚𝑚𝑚 𝐷𝐷2)  =  𝑃𝑃1 + 𝑃𝑃2 𝑚𝑚𝑚𝑚𝑚𝑚 𝑛𝑛              (4) 

5.1.2.   Multiplying by plaintexts homomorphic 

If the strength of one encrypted plaintext is increased to that of the other, it will be 
decoded for the final product of both plaintexts. 
 
𝐷𝐷 (𝐸𝐸 (𝑃𝑃1, 𝑆𝑆1) 𝑃𝑃2 𝑚𝑚𝑚𝑚𝑚𝑚 𝐷𝐷2)  =  𝑃𝑃1𝑃𝑃2 𝑚𝑚𝑚𝑚𝑚𝑚 𝑛𝑛                                                                        (5)                                                       

 
𝐷𝐷 (𝐸𝐸 (𝑃𝑃2, 𝑟𝑟2) 𝑃𝑃1 𝑚𝑚𝑚𝑚𝑚𝑚 𝐷𝐷2)  =  𝑃𝑃1𝑃𝑃2 𝑚𝑚𝑚𝑚𝑚𝑚 𝑛𝑛                                                                        (6)                                            

 
Furthermore, the item of plaintext with the value of k will have a decryption 

outcome for an encrypting plaintext raised more by a single value, 
 

𝐷𝐷 (𝐸𝐸 (𝑃𝑃1, 𝑆𝑆1) 𝑘𝑘 𝑚𝑚𝑚𝑚𝑚𝑚 𝑃𝑃2)  =  𝑘𝑘𝑘𝑘1 𝑚𝑚𝑚𝑚𝑚𝑚 𝑛𝑛                                                                              (7) 
 

Still, no method currently exists for computing encryption for an item involving 
two communications using Paillier encryption methods, and a private key is unclear. 
 



R. Karthikeyan, T. Sathis Kumar, and J. Britto Dennis  52 

 
 

Fig. 2.  Supervised Learning used for a decision support system in SVM. 

5.2.   Elagamal encryption 

Take two huge prime numbers, such as p and q, randomly and distinct of each other 
to achieve gcd (pq, (p-1) (q-1)) =If both primes have the same length, this property is 
ensured. i.e., p, q ∈   1 || {0, 1} s-1 about safety parameters. 

• Find out n=pq and λ= lcm (p-1, q-1). 
• Chose a number g from randomly with g ∈ Z*n2  
Confirm that n splits into the correct sequence of g by evaluating for the existence 

of the next module multiplication reverse:  µ = L (g λ mod n 2)   a function is specified 
as follows L = (u-1)/n Note that the term (a/b) indicates the proportion of a and b, 
the most significant an integer value, instead of the modulo multiplier of periods its 
module multiplying reverse for v > 0and a > vb. The widely available secret key for 
encryption is (n,g), while the personal key is supplied by (λ, µ). When making use of 
p,q of equivalent size, an easier substitute for the mentioned before key generation 
stages would be: g= n+1, λ = Φ(n) and µ = Φ(n)-1 where  Φ(n) = (p-1)(q-1). Let m 
represent the message that needs to be secret in C ε z n 2. Choose a random r to m =L 
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(c λ mod n 2). As pointed out in the primary research on decoding, it is "essentially 
one exponentiation modulo n 2. 

6.   Conclusion 

Secure decision-support systems that protect user privacy using support vector 
machines with Gaussian kernels. By facilitating secure online access to large datasets 
of clinical information (or healthcare knowledge) held in off-site locations, the 
proposed algorithm may enhance healthcare providers' capacity to make informed 
decisions. New forms of outsourcing, including cloud computing, have made this a 
reality. Because the homomorphic properties of the Paillier cryptosystem are used, 
our approach takes advantage of this feature. You can only encrypt integer data using 
this approach. A novel approach is proposed to increase the process's continuous 
variables efficiently and privately. Results showed an accuracy of up to 97:21% when 
our method was evaluated on two sets of medical data, confirming its effectiveness. 
Crucially, our encrypted-domain technology prevents the disclosure of patient data 
to the remote server by keeping it encrypted throughout the whole process, including 
diagnosis. 
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