International Journal of Multidisciplinary Global Research Online ISSN: 3107-4197
Vol. 02 (01), Jan-Mar 2025, pp. 22-38. °IGRF Pvt. Ltd.

Enhancing Digital Identity Verification and
Content Rights Management with Al and
Blockchain Using SVMs

K. SWAMINATHAN

Department of ECE, University College of Engineering
Pattukkottai, Tamilnadu-614701, India
swaminathan.vinoth@gmail.com

SIVARAM PONNUSAMY~

School of Computer Sciences and Engineering, Sandip University
Nashik, Maharashtra-422213, India
ponsivs@gmail.com

G. PRASANNA LAKSHMI

School of Computer Sciences and Engineering, Sandip University
Nashik, Maharashtra, India
prasannalakshmigandi@gmail.com

SRI NANDHINI SIVARAM

Student, Senior Secondary, Nashik Cambridge School
Nashik, Maharashtra, India - 422009
nansaisivs@gmail.com

MANISH NYAYAPATI

Scholar, School of Engineering, Rutgers University
98 Brett Road, Piscataway, New Jersey, 08854-8058, USA
manishnyayapati06 @gmail.com

RAKESH NYAYAPATI

Director, UBS Financial Services Inc.
38 Tennyson Dr, Plainsboro NJ 08536, USA
rakeshnyayapati@gmail.com

Abstract
This research explores merging Al-driven identity confirmation with blockchain
mechanisms for rights management in digitized media—the proposed framework
leverages supervisor learning techniques to authenticate digitized content and
ensure secure ownership confirmation. Utilizing blockchain offers a decentralized

* Corresponding Author.

22


mailto:swaminathan.vinoth@gmail.com
mailto:ponsivs@gmail.com
mailto:prasannalakshmigandi@gmail.com
mailto:nansaisivs@gmail.com
mailto:manishnyayapati06@gmail.com
mailto:rakeshnyayapati@gmail.com

Enhancing Digital Identity Verification & CRM with Al and Blockchain Using SVMs 23

and tamper-proof framework for managing rights, enabling transparency and trust
among stakeholders. Supervisor learning algorithms, such as Support Vectors
Machines, are applied to improve content authentication accuracy, ensuring that
digitized assets are protected against unauthorized use or duplication. The
combination of Al and blockchain automates the confirmation process and provides
a reliable framework for managing ownership rights and licensing in a secure,
distributed environment. This strategy holds significant potential for addressing the
challenges of digitized rights management while fostering innovation and trust in
digitized content ecosystems.

Keywords: Al-driven confirmation, blockchain technology, content authentication,
digitized content protection, rights management, Support Vectors Machines.

1. Introduction

In recent years, the convergence of Al-driven identity confirmation and blockchain-
based rights management has emerged as a significant area of research in the
digitized media landscape. With the rapid growth of digitized content and the
increasing challenges related to ownership, privacy, and copyright protection,
integrating blockchain mechanisms with Al presents a promising solution for
ensuring the authenticity and security of digitized assets.

Digitized rights management (DRM) systems have traditionally been centralized,
but blockchain's decentralized nature offers a unique advantage, providing tamper-
proof records and transparent transaction histories. Al algorithms, especially
supervisor learning models such as Support Vectors Machines (SVM), have shown
potential in enhancing content authentication and verifying digitized identities,
ensuring that the rights of creators are preserved and that content is protected from
unauthorized use.

Recent studies highlight various applications of blockchain and Al in securing
digitized content. For instance, (Mansouri et al. 2022) explored how blockchain can
be integrated with Al to create transparent and secured systems for digitized content
distribution. Their work uses the importance of decentralized frameworks for
minimizing fraud and ensuring rights management. Similarly, (Liu et al. 2020) give a
framework combining blockchain and Al for digitized identity confirmation,
showcasing how blockchain can provide secure and immutable ownership records.
Al can confirm the authenticity of the identity details linked to digitized content.
Cheng et al. (2021) also described the potential of blockchain for improving the
trustworthiness of Al-based digitized media, focusing on utilizing its application in
media confirmation and copyright management systems.

Blockchain's role in securing intellectual property has been examined by (Zhao et
al. 2023), who designed a blockchain-depend framework for tokenizing digitized
assets, promising creators to maintain control across their content. Their research
also explored the use of smart contracts to automate royalty payment systems and
ownership transfers. (Zhang and Wang 2021) further described how supervisor
learning models will be integrated with blockchain for information authentication
and licensing, addressing the issues of proving ownership in decentralized
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environments infra. Additionally, (Singh et al. 2022) focused on Al's role in verifying
the original form of digitized media and ensuring the protection of intellectual
property rights on a decentralized system.

The combination of blockchain and Al was seen in (Kumar et al. 2020), who
proposed utilizing supervisor learning for content-dependent authentication while
using blockchain for secure and auditable transaction events. (Patel and Gupta 2021)
used an Al-powered authentication framework to combat digitized piracy by
confirming media authenticity by supervisor learning models and utilizing
blockchain for secure storage status. In the context of smart contracts, (Li et al. 2023)
explored how blockchain can enforce digitized correct details and royalties for Al-
driven content, showing a secure and automated Schema for compensation.

Moreover, (Hussain et al. 2022) explored a hybrid system that integrates
blockchain and Al for a digitized media copyright protection mechanism, utilizing Al
to analyze and classify digitized media content and blockchain for ensured secure
storage and transactions system. Sheir findings showcased that the model could
significantly minimize the risk of copyright infringement events (Nguyen et al., 2020).
It also demonstrated the usage of blockchain and supervisor learning for verifying
digitized signatures, which are essential for ensuring the authenticity of the system
of digitized media and preventing fraudulent claims of ownership.

Research by (Sharma and Mishra 2022) described how supervisor learning could
be employed for determining and mitigating content manipulation in Al-generated
media, while blockchain confirms that the authenticity of the content is verifiable.
Similarly, (Choi et al. 2021) discussed the implementation of a decentralized identity
framework for digitized content creators, where Al helped verify the creators'
identity and blockchain confirms secure management of their intellectual property.

Finally, (Zhang et al. 2023) investigated the usage of Al models in content
authentication, merged with blockchain's potentiality in preventing unauthorized
access to any media content. They proposed a dual-layer security mechanism where
Al verified the content's legitimacy and blockchain confirmed transparency and
immutable form in rights management.

2. Literature survey

The merging of Al-driven digitized identity confirmation with blockchain-based
rights management has garnered considerable attention in recent research work due
to its potential to improve security and transparency in digitized media. Various
studies have described the use of blockchain for securing digitized information. In
contrast, supervisor learning techniques, such as neural-based networks and decision
tree structures, have been used for content authentication and identity confirmation.

(Nakamura et al. 2021) explored how blockchain could be used to create a
decentralized, immutable ledger on digitized media rights, giving a reliable method
for verifying ownership and avoiding unauthorized content distribution events. They
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employed a hybrid framework merging blockchain's transparency with Al-depending
methods for identifying and authenticating digitized information.

In the context of Al-depending authentication, (Zhou et al. 2022) presented a
supervisor learning system that improves the determination of counterfeit digitized
media using blockchain's decentralized for secure data storage infrastructure. Their
framework utilized deep learning to verify the authenticity of content, ensuring that
ownership and distribution rights are securely stabilized over platforms. Similarly,
(Tan et al. 2021) focused on developing a decentralized system utilizing blockchain
for media rights management. Their research integrated Al to determine
infringements in digitized information and track these violations in a transparent and
verifiable way through blockchain records.

The application of Al for digitized rights management has also been explored by
(Li and Zhang 2022), who examined the importance of Al in content -depending on
the digitized watermarking mechanism. They highlighted how blockchain can store
watermark data securely, confirming that the information's digitized identity was
verified. (Almeida et al. 2020), Their study explained an innovative system combining
blockchain strategy with Al to confirm copyright compliance. Their framework
utilized supervisor learning to automatically determine rights violations and
blockchain for transparency and automated royalty distribution.

Further research by (Wang et al. 2021) investigated how Al can be used in the
determining of digitized media manipulation, with blockchain confirming the
integrity of media files by giving verifiable transaction histories. They utilize the
importance of an automated framework capable of determining and authenticating
both the creator's identity details and the content's originality. In addition, (Chen and
Xu 2023) developed a blockchain-depend platform that allows for the tokenization of
digitized media. Their research leveraged Al for content confirmation and blockchain
for secure ownership tracking, proposing a decentralized solution that improves
content creators' control over their works.

A study by Huang et al. (2021) further explored using Al with blockchain for
secure content creation and sharing platforms. They proposed a novel method for Al-
powered content authentication combined with blockchain to prevent unauthorized
access and modifications. Yang et al. (2022) also researched how Al could verify the
authenticity of Al-generated media. A blockchain mechanism was applied to manage
intellectual property rights, offering a secure and transparent way to handle digitized
rights. In smart contracts and digitized rights management, Kim et al. (2020) studied
how blockchain-enabled smart contracts could automate content licensing and
royalty distribution for Al-generated digitized media. Their work showed the
potential for supervisor learning models to predict content usage patterns,
integrating this data with blockchain to facilitate automated, fair transactions. Finally,
Pereira et al. (2023) proposed an Al and blockchain solution for digitized identity
confirmation in media applications, where blockchain provided an immutable
identity record. Al techniques ensured the accuracy and security of content
confirmation, enhancing trust among users and content creators.
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3. Proposed framework
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Fig. 1. Processing Steps of Proposed Framework.

The proposed framework merges supervisor learning-driven digitized identity
confirmation with blockchain-depend rights management to improve digitized
media's security, authenticity, and transparency. In the initial stage, digitized content
will be processed utilizing supervisor learning algorithms such as Support vector
machines (SVM) to analyze and verify the identity of the content maker and the
authenticity of the media details. The framework uses an advanced feature extraction
mechanism to determine unique identifiers or digitized signatures within the content,
confirming that it will not be altered or tampered with. Smart contracts will be
employed to automate content licensing, royalty distribution process, and rights
enforcement, showing a secure, transparent, and automated framework for managing
digitized rights in Figure 1.

Once the content is verified, the framework stores metadata, including ownership
details and rights content, in a decentralized blockchain ledger, confirming the
transparency and immutability of all transactions related to the content. The merging
of supervisor learning models enables real-time determining of unauthorized usage.
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At the same time, the blockchain mechanism confirms that any transactions involving
the content, such as licensing or redistribution, are securely recorded and traceable.
The framework continuously updated the blockchain to reflect any changes in the
status of content rights, providing a reliable mechanism for content makers to
maintain control over their intellectual property information.

The proposed system starts with preprocessing digital media information, where
supervisor learning algorithms extract key features and data patterns essential for
content identification. It involves the usage of image or signal processing techniques,
like edge determining or frequency domain analysis, to improvise critical
characteristics in the content. For example, lef (x, y)t to be the digital content (e.g.,
an image), and preprocessing may involve using a transformation function T, like a
Fourier Transform method, as in equation (1).

Fw,v) = [ [ fCoy)e— j2m(ux + vy)dxdy &)

In some cases, noise reduction may be required, which can be achieved through a
Gaussian filter, as in equation (2).

G(x,y) = (1/2n5%)e**+*) /242 (2)

where o is the standard deviation, controlling the degree of smoothing. The next
step is feature extraction, where a machine learning model, such as Support Vector
Machine (SVM), identifies the most relevant features from the preprocessed content.

The feature vector,
X = [x1,%3, X3, e . X | 3)

The above relation represents these features. SVM uses a kernel function as in
K (x;, x) to project data into a higher-dimensional space, facilitating classification. The
SVM decision boundary can be mathematically expressed in equation (4).

f(x) = Xa;yiK(x;, x) + bf, (i = 1 ton) (4)

where a; are the Lagrange multipliers, y; are the class labels, and b is the bias
term. The radial basis function (RBF) kernel is often used in equation (5).

K(x;, x) = e Yllxvill? (5)

with Y as a hyperparameter. The extracted features are used in the content
verification phase, where the authenticity of the content is determined by calculating
a probability score p through logistic regression in equation (6).

p=1/(1+e’/™) (6)

If p > 1, where 7 is the threshold, the content is considered authentic. For
anomalies, a distance metric d can be employed as in equation (7).

d = |lx; = yill ()

where d > 6§, (with § as a predefined limit) indicates potential tampering. The
verified content and metadata are recorded in a blockchain ledger in the integration
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phase. Each block B contains the hash of the previous block H,,.,, the content hash
H_ontent, and the metadata hash H,;,.+,. The block's hash is calculated as follows in (8).

Hnew = HaSh(Hprev||Hcontent||Hmeta) (8)

The cryptographic hash function, such as SHA-256, ensures data integrity, as
shown in equation (9).

H = SHA-256 9)

Where M is the input message. Smart contracts automate rights management,
licensing, and royalty distribution. A smart contract condition C is mathematically
represented in equation (10).

C={x€eR:x =0} (10)
The royalty distribution R can be calculated as in equation (11).
R = Total Revenue X Creator Share/100 (11)

The monitoring and anomaly detection phase employs real-time classification
models to detect unauthorized usage. The anomaly detection score A is as follows in
(12).

A=1(1+eT®) (12)

If A > 1 (threshold), an alert is triggered. Additionally, clustering algorithms like
K-means can group similar patterns for anomaly identification by (13)

Cluster Centroid = (1/k)Yx;, (i = 1 to k) (13)

The content rights update ensures dynamic modifications to the blockchain
ledger. Any change AL in rights is computed by equation (14).

AL = Lypew — Loia (14)

Henceforth, the proposed system supports the robustness and precision of the
proposed system, ensuring authenticity, transparency, and security in managing
digital content and rights.

4. Results and discussion

The results of the proposed system demonstrate the effective integration of machine
learning and blockchain technology for digital identity verification and rights
management. The preprocessing stage successfully enhances the key features of
digital content, enabling accurate feature extraction through Support Vector Machine
(SVM) models. The system achieves high accuracy in content verification, with
authenticity thresholds correctly identifying tampered content.
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Blockchain integration ensures secure, immutable storage of verified content
metadata, while smart contracts precisely automate royalty distribution. Anomaly
detection models effectively identify unauthorized usage in real-time, providing
robust content protection. The dynamic content rights update mechanism maintains
transparency and traceability within the blockchain ledger. The system balances
computational efficiency, security, and scalability, providing a reliable framework for
managing digital content rights and authenticity in a decentralized environment.

The presented figures illustrate various aspects of the proposed system's
performance. In Figure 2, the line graph demonstrates the relationship between
content authenticity accuracy and thresholds, with accuracy values ranging between
80% and 98% as the thresholds vary from 0.5 to 1. It shows a consistent increase in
accuracy with higher thresholds, indicating the system's reliability at stricter
validation levels.
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Fig. 2. Content Authentication Rate.

Figure 3 presents a bar graph that analyzes blockchain storage overhead against
content volumes. The storage overhead fluctuates between 40 and 350 MB for
content volumes ranging from 50 to 500 items. It highlights the system's efficiency in
handling moderate storage requirements even with increasing content volumes.

The presented figures illustrate various aspects of the proposed system's
performance. In Figure 2, the line graph demonstrates the relationship between
content authenticity accuracy and thresholds, with accuracy values ranging between
80% and 98% as the thresholds vary from 0.5 to 1. It shows a consistent increase in
accuracy with higher thresholds, indicating the system's reliability at stricter
validation levels.

Figure 3 presents a bar graph that analyzes blockchain storage overhead against
content volumes. The storage overhead fluctuates between 40 and 350 MB for
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content volumes ranging from 50 to 500 items. It highlights the system's efficiency in
handling moderate storage requirements even with increasing content volumes.
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Fig. 4. Royalty Distribution of Proposed Framework.

Figure 4 visualizes royalty distribution efficiency against revenue share using an
area graph. Efficiency levels are observed between 70% and 100% as revenue shares
increase from 5% to 55%, signifying the system's ability to optimize royalty
distribution with higher revenue contributions. Lastly, using a step graph, figure 5
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depicts the anomaly detection rate over time. Detection rates remain consistently
high, between 80% and 95%, across the time intervals from January to October. It
demonstrates the robustness of the anomaly detection mechanism in identifying
potential threats over extended periods.
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Fig. 5. Threat Determining of Proposed System.

5. Advantages of the Proposed System

The proposed system offers several significant advantages, particularly in ensuring
the authenticity and security of digital content while streamlining rights management
processes. By leveraging machine learning algorithms, it accurately identifies and
verifies digital media, providing a reliable mechanism for distinguishing between
authentic and counterfeit content.

Integrating blockchain technology further enhances the system's effectiveness by
ensuring the immutability and transparency of content metadata, such as ownership
and licensing information. This decentralized ledger approach increases trust and
facilitates secure, automated rights management through smart contracts, ensuring
fair compensation for content creators.

Additionally, the system's anomaly detection capabilities provide real-time
monitoring of content usage, identifying unauthorized access or infringement
quickly. This combination of machine learning and blockchain technology creates a
robust and efficient digital content protection and distribution framework, offering
creators and consumers greater control, security, and accountability.

The following are added and additional advantages of the proposed system:

e Enhanced Material Authentication Accuracy: Using supervised
learning techniques, particularly Support Vector Machines (SVMs),
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digital material may be identified and authenticated accurately, with a
minimum of false positives and negatives.

o Decentralized Trust: By making transactions and rights management
transparent and immutable, blockchain technology removes the need for
centralized authority, promoting stakeholder trust.

o Unauthorized Use Prevention: The framework's secure ownership
confirmation feature safeguards digital assets against copying, piracy,
and unauthorized use—an issue of paramount importance in the media
and creative industries.

o Efficiency in Spending: The solution cuts operational expenses linked
with conventional rights management systems by automating operations
and decreasing reliance on intermediaries.

The framework's use of Al and blockchain technology makes it possible to manage
digital rights and authenticate identities in a decentralized and tamper-proof manner,
significantly improving security. It lessens the chances of cyberattacks and illegal
access. Integration of Al automates rights management and verification, allowing for
scalability to effectively manage massive quantities of digital assets while decreasing
human work.

6. Social Welfare of the Proposed System

The proposed system contributes to social Welfare by promoting fairness,
transparency, and accountability in digital content creation and distribution. By
utilizing machine learning for content verification and blockchain for secure,
immutable rights management, the system ensures that creators are fairly
compensated for their work through automated royalty distribution. It reduces the
risk of content piracy and unauthorized usage, protecting intellectual property rights.

Furthermore, the system empowers creators, particularly in industries where
content theft and infringement are rampant, by providing them with a trustworthy
mechanism to prove the authenticity and ownership of their work. By fostering a
more secure and transparent digital ecosystem, the proposed system also enhances
consumer trust, as individuals can be confident that the content they access is genuine
and legally distributed. In the broader context, this system can support the growth of
digital economies, creating more opportunities for content creators and promoting
equitable access to creative works.

Overall, it contributes positively to social Welfare by safeguarding digital rights,
promoting fairness, and facilitating economic growth in the digital content sector. In
addition, the following are the social Welfare of the proposed system:

e Support for Creators: The framework offers a safe and straightforward
way for creators to claim and handle their work's ownership,
guaranteeing them fair pay and acknowledgment.
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o Enhanced Openness: A system that accurately documents and enforces
licenses and rights benefits all parties involved, including consumers,
distributors, and producers.

e Lessening of Legal Conflicts: Intellectual property disputes and
disagreements are reduced when there is an immutable record of who
owns something and who has permission to use it.

e Promoting Creativity and Innovation: The framework encourages
creativity and innovation by resolving the issues with digital rights
management, giving creators the peace of mind that their work will be
safeguarded.

e Encouraging Inclusion and Access to Global Markets: Blockchain's
decentralized structure enables smooth rights management and
verification across borders, facilitating global accessibility.

o Digital Content Ethics: The system encourages digital content ethics by
monitoring license agreements to ensure that digital material is utilized
to benefit authors and consumers alike.

7. Future Enhancements

Future enhancements to the proposed system could expand its capabilities to
optimize digital content management and security. One potential development is the
integration of advanced deep learning algorithms to improve content verification
accuracy, enabling the detection of more complex forms of content manipulation and
counterfeiting. Additionally, incorporating real-time analytics and adaptive learning
techniques could allow the system to continuously improve its anomaly detection
capabilities, making it more responsive to emerging threats and trends in digital
media usage.

The system could also benefit from integrating additional blockchain features,
such as scalability solutions like sharding or sidechains, to accommodate growing
volumes of content without compromising performance. Another key enhancement
could be the implementation of cross-platform interoperability, allowing the system
to function seamlessly across various content distribution platforms and ecosystems.
Furthermore, expanding the scope of smart contracts to support more sophisticated
licensing models, such as dynamic royalty payments based on user engagement or
content usage, could provide even greater flexibility for content creators.

Lastly, integrating privacy-preserving techniques, such as zero-knowledge proofs
or homomorphic encryption, could further enhance the security and privacy of
content and transactions, offering users an additional layer of protection. These
future enhancements would make the system even more robust, adaptable, and
scalable, driving further innovation in digital media and blockchain integration. In
addition to the all, the following are the extended future enhancements:
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e Incorporating cutting-edge AI models like deep learning and
transformer-based architectures might enhance content authentication's
accuracy and flexibility.

e Improving Usability Across Platforms: Building Application
Programming Interfaces (APIs) and tools to integrate with current digital
platforms, such as e-commerce, social networking, and streaming
services, would significantly improve usability.

e Improving User Interfaces: Stakeholders may find managing rights,
monitoring use, and settling disputes easier if we build intuitive
dashboards and interfaces. It would increase adoption and satisfaction.

e One way to deal with the ever-changing demands of content management
is to deploy real-time verification systems for live material. It might
include streaming video or real-time statistics.

e Improving Smart Contracts: The framework might be enhanced by
incorporating smart contracts into blockchain technology to automate
royalty distribution and dynamic pricing models.

o Ensuring connectivity with several blockchain networks will increase
flexibility and allow consumers to select the best option.

e User Education and Awareness Programs: Building trust and adoption
might be achieved by developing educational materials and campaigns
that enlighten stakeholders and creators about the system's usage and
advantages.

Digital ecosystems of the future will be shaped by the suggested framework,
which may become an essential and all-encompassing solution for digital identity
verification and rights management by incorporating these future developments. The
architecture would be more solid and compliant with the law if it included features to
guarantee compliance with worldwide rules like GDPR or copyright laws.

8. Conclusion

In conclusion, the proposed system presents a comprehensive solution for digital
content verification and rights management by combining machine learning and
blockchain technology. The system's ability to accurately verify content authenticity
ensures a high level of security, with an accuracy rate ranging from 80% to 98% based
on varying thresholds. The blockchain integration contributes to transparency and
immutability, with storage overhead ranging from 40 MB to 350 MB depending on
content volume, ensuring secure storage and seamless access to metadata.
Additionally, the system's royalty distribution efficiency guarantees fair
compensation for content creators, with values ranging from 70% to 100% based on
revenue share. The anomaly detection rate, which varies between 80% and 95%,
provides real-time monitoring to identify unauthorized usage or potential
infringements, further enhancing the system's security. These results highlight the
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system's effectiveness in safeguarding digital content, ensuring fair rights
management, and providing secure, transparent distribution.
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